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Managing basic permissions using the command line

Regular (POSIX) Permissions

Permissions determine access to files and directories and are really simple!

Everything in computing is identified numerically (like users are not identified by their 
usernames but by their user ID’s). The identifier used for files is called an index node which we 
typically refer to as an inode. Every file has an inode and the inode is essentially metadata and 
is used to store data & time stamps, ownership, permissions and pointers to the data blocks 
for the file on the filesystem.

To determine the permissions associated with a file we use the command ls -l which displays a 
long listing of the properties of a file as it is stored in the inode.

# ls -l /etc/fstab
-rw-r--r--. 1 root root 831 Mar  8 12:15 /etc/fstab

To display the permissions of a directory you would use ls -ld. Using ls -l without the -d would 
do a long listing of the contents of the directory instead.

# ls -ld /etc
drwxr-xr-x. 67 root root 4096 May 18 19:09 /etc

!!! TIP !!!
To view the inode associated with a file use the -i option with the ls -l command

Permissions make up 10 bits and they are first item on the left hand side which reads:
-rw-r--r--.

The first bit tells us the type of file it is, a - indicates that it is a normal file.

Value of first bit Meaning

- normal file

d directory

l symbolic link
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c character file

b block file

p fifo

s socket

The next 9 bits read rw-r--r-- and these are the permissions for access control.

Permissions are easy as we have 3 access permissions

r - read
w - write
x - execute

These permissions are always listed in that order and may be allocated to 3 entities called:
● the owning user (the user who is associated with the file)
● the owning group (the group which is associated with the file)
● others (everyone who isn’t the owning user or isn’t a member of the owning group)

Permissions are processed in that order and we stop at the first match.

Given the output of the following command

# ls -l /etc/fstab:
-rw-r--r--. 1 root root 831 Mar  8 12:15 /etc/fstab

1. /etc/fstab is a normal file
2. the owning user has rw-
3. members of the owning group have r--
4. others have r--
5. the owning user is root
6. and the owning group is root

If I am logged on as the user fred, Linux determines your access as follows:

1. Is the currently logged on user the owning user of the file?
If yes then the user has the permissions associated with the owning user and stop processing.
If no then process the next element

1. Is the currently logged on user a member of the owning group of the file?
If yes then the user has the permissions set for the owning group and stop processing.
If no then process the next element
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1. You’re qualified by others

The user fred therefore has r-- permissions to the file /etc/fstab

Another example:

# ls -l /var/tmp/foo
-rw----rwx. 1 fred wheel 0 Mar  8 12:15 /var/tmp/foo

fred is a member of the groups fred and wheel
wilma is a member of the groups wilma and wheel
barney is a member of the group barney

Following the rules above:

fred has rw (match to the owning user)
wilma has --- (match to the owning group)
barney has rwx (the user is neither the owning user nor a member of the owning group and is 
qualified by others)

Permissions impact files differently to directories

For files:

If you want to Then you need

See the contents of a file r--

Run an executable r-x

Change the contents of a file rw-

For directories:

If you want to Then you need

Change to a directory r-x

Do a directory listing r-x

Create a file in a directory rw-

Delete a file from a directory rw-
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Permissions can be changed individually with the chmod command by root or the owner of a 
file. Ownership can only be transferred by root using the command chown.

# ls -l /var/tmp/bar
-rw-rw-r--. 1 fred fred 0 May 19 09:17 /var/tmp/bar

To add (+) x for the owning user,, remove (-) w from the owning group and set (=) the 
permissions for others to -, the following command would suffice:

# chmod u+x,g-w,o= /var/tmp/bar

Resulting in:

# ls -l /var/tmp/bar
-rwxr-----. 1 fred fred 0 May 19 09:17 /var/tmp/bar

Permissions can be expressed numerically, as well.  Numbers are assigned to each permission.

Read = 4

Write = 2

Execute = 1

Therefore, the permission set from above (-rwxr-xr--) could be broken down into a three digit 
number to describe the permission of the user, group and other. The user’s permissions would 
be 4+2+1 (or 7), the group permissions are 4+1 (or 5) and everybody else has 4 (read only). 
Expressed together, the permissions of this file are 754. If you have a background in web 
administration you will likely use numbers to set permissions, like this:

# chmod 755 file

Special Permissions

So, you think that that’s it? Well, we have 3 more permissions for you that are really special!

Set User ID bit
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The Set User ID (suid) permission is given to executable files when you want other users to 
execute a command as the owning user of the file.

As the user ricardo, I will attempt to run the cat command against the file /etc/shadow:

$ ll /bin/cat
-rwxr-xr-x. 1 root root 45224 Jun 22  2012 /bin/cat

As you can see from the above, the user ricardo is qualified by ‘others’ which means that he 
has r-x permissions against the executable /bin/cat

$ ll /etc/shadow
----------. 1 root root 1279 Feb 20 01:29 /etc/shadow

No one besides root is able to access /etc/shadow so when the user ricardo attempted to 
access the /etc/shadow file using the executable /bin/cat the following is the result:

$ cat /etc/shadow
cat: /etc/shadow: Permission denied

And rightfully so!

Now what we can do is allocate the SetUID bit to the executable /usr/bin/tac which means 
that when a user executes /usr/bin/tac, the executable runs with the permissions of the 
owning user of the file instead of with the permissions of the user who is attempting to run 
the executable.

To allocate the SetUID bit we could use:

# chmod u+s /usr/bin/tac

or

# chmod 4755 /usr/bin/tac

This results in the x permission for the owning user being replaced with an s.

# ll /usr/bin/tac
-rwsr-xr-x. 1 root root 93720 Jun 22  2012 /usr/bin/tac
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So, while the following command remains unsuccessful:

# cat /etc/shadow
cat: /etc/shadow: Permission denied

The following command works:

# tac /etc/shadow
sleepy:!!:15755:0:99999:7:::
---truncated---

Set Group ID bit

The Set Group ID bit may be allocated to both files and directories but the behaviour is very 
different. The Set Group ID bit is largely set on directories but when set on executable files its 
behavior is similar to the SetUID bit but instead of affecting the owning user, it is applicable 
to the owning group. (i.e. the executable runs with the permissions of the owning group and 
now with the permissions of the user attempting to run the executable).

Primarily, the SetGID bit is set on directories to insure that the owning group of newly created 
files in the directory is the same as the owning group of the directory on which the bit is set. 
This is primarily done on collaborative directories to insure that members of a group always 
have the access they require to newly created files in a directory.

# mkdir /common
# ls -ld /common
drwxr-xr-x. 2 root root 4096 Feb 20 02:15 /common

The Set Group ID bit may be allocated using 2 ways:

# chmod g+s /directory

or

# chmod 2777 /directory

# ls -ld /common/
drwxrwsrwx. 2 root root 4096 Feb 20 02:15 /common/

Where the x is expected in the permissions for the owning group, it is replaced with an s. Now 
what we’ll do is change the owning group of /common to 3stooges using the command:
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# chown .3stooges /common

Any newly created files which are created in the /common directory will have their owning 
group automatically set to 3stooges regardless if the user was a member of that group or not.

# ls -ld /common
drwxrwsrwx. 2 root 3stooges 4096 Feb 25 11:43 /common

Now I’ll log on as a different user called ricardo

# groups
ricardo

See? That user called ricardo is only a member of a group called ricardo

But …

# touch foo
# ls -l
total 0
-rw-rw-r--. 1 ricardo 3stooges 0 Feb 25 11:47 foo

Even though the user ricardo is not a member of the group 3stooges, any files created in that 
directory are automatically group owned by the group 3stooges.

Sticky Bit

The sticky bit permission protects directory contents from non-owners deleting them. This 
is fantastic for collaborative directories where you want users to be able to create files in a 
directory but you don’t want others to delete files which they don’t necessarily own.

The Sticky bit may be allocated using 2 ways:

# chmod o+t /directory

or
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# chmod 1777 /directory

Let’s get started!

# chmod 1777 /common/
# ls -ld /common/ 
drwxrwsrwt. 2 root 3stooges 4096 Feb 25 11:47 /common/

Inside the directory /common, there is a file which was created earlier by the user ricardo 
called foo. Because the user ricardo is the owner of the file and the sticky bit has been set on 
the directory, it means that no other user except for the owner may delete this file.

With the sticky bit and logged on as the user karl:

$ ls -ld /common
drwxrwsrwt. 2 root 3stooges 4096 Feb 25 11:47 /common

In this command we determine the, via others, the user Karl has rwx to the directory /common 
which means that this user can create and delete ANY files in this directory. So as karl:

$ rm -rf /common/foo
rm: cannot remove `/common/foo': Operation not permitted

However, the sticky bit has been set on the directory which now means that only the owner 
of a file (in this case it is the user ricardo), can delete the file. Note the error message, 
“Permission Denied” means that the user did not have permissions to perform the transaction 
but in this case, “Operation not permitted” means that the user did have the necessary 
permissions but the operation was not allowed via the sticky bit.

Without the sticky bit as the user karl:

$ ls -ld /common/
drwxrwsrwx. 2 root 3stooges 4096 Feb 25 11:47 /common/

As you can see, the user karl derives his rwx permissions via others. This means that he can 
create and delete files, even those files which he does not own.

$ rm -rf /common/foo
$ ll /common/foo
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ls: cannot access /common/foo: No such file or directory

See? No error! That’s how the sticky bit works.

Summary

Who The Sticky bit

What it affects Directories only

How to set it chmod o+t /dir

or

chmod 1777 /dir

(you can substitute 777 for any of the standard UGO permissions)

How to identify it A t will be seen in place of the execute permission for others. If 
others have not been allocated the execute permission then a T will 
be shown in place of the execute permission for others

Purpose Anyone who has write permissions to a directory is able to delete 
files from that directory. The sticky bit ensures that only owners 
(who have write permissions to a directory) are able to delete files.

Useful for Collaborative teaming directories where you want users to be able 
to create files in a directory but you only want users to delete files 
which they’ve created.

Who The Set Group ID bit

What it affects Files and Directories

How to set it chmod g+s /file or chmod g+s /dir

or

chmod 2777 /file or chmod 2777 /dir

(you can substitute 777 for any of the standard UGO permissions)

How to identify it A s will be seen in place of the execute permission for the 
owning group. If the owning group have not been allocated the 
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execute permission then a S will be shown in place of the execute 
permission for the owning group.

Purpose For files:
If the file is an executable, the executable runs with the permissions 
of the owning group of the file and not with the permissions of the 
user who is attempting to execute the file.

For directories:
Any newly created children in that directory will have the same 
owning group as the owning group of the parent instead of having 
the owning group set to the primary group of the user who created 
the file (or directory).

Useful for Files: When you want files to run with the permissions of another 
group instead of running with the permissions of the user.

Directories: Great for collaborative teaming directories where you 
want to ensure that other members of a group automatically have 
access to newly created children of that directory. This is very often 
used in conjunction with the Sticky bit.

Who The Set User ID bit

What it affects Files only

How to set it chmod u+s /file

or

chmod 4777 /file

(you can substitute 777 for any of the standard UGO permissions)

How to identify it A s will be seen in place of the execute permission for the 
owning user. If the owning user has not been allocated the 
execute permission then a S will be shown in place of the execute 
permission for the owning user.

Purpose If the file is an executable, the executable runs with the permissions 
of the owning user of the file and not with the permissions of the 
user who is attempting to execute the file.

Useful for Ensuring that a program always runs with the permissions of 
another user.
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Lab Activity

Create a directory called /var/tmp/flintstones and change the permissions so that the owner 
is the user fred and make sure that wbs is the owning group.

Fred should have all permissions while members of the owning group should have the ability 
to see all files and subdirectories but they should not have the write permission. No one else 
should have access to this directory.

1) Answer True are False: A user who has write permissions to a file is able to delete that file.

Answer: 

2) What permissions are required to run an executable?

Answer: 

3) Answer True or False: The SetGID bit can be set on files and directories.

Answer: 

4) Given the following directory structure, determine wilma’s permissions to the file foo.

/dirA <- wilma is the owning user and has been given rx

(inside /dirA)

dirB <- wilma is not the owning user nor a member of the owning group

(inside dirB)

dirC <-wilma is the owning user has been given rwx

(inside dirC)

foo <- wilma is the owning user and  has not been given any 
permissions
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Answer: 
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